Compromise Assessment
State-of-the-art techniques that help uncover the bad actors and their
traces in your network.

The Need
Attackers can go undetected for months — or even years — in a network. It’s critical to identify
possible indicators of compromise to understand the impact and scope of an attack before
the damage is done — or before you learn about a breach from a third party or the media.

How We Help
We use state-of-the-art assessments to help unearth attack vectors, techniques and
technology. Using our deep experience and sophisticated tool set, we rapidly collect,
correlate and analyze vast amounts of endpoint and server status data artifacts and
compare them with our behavioral indicators of compromise. This allows us to quickly
identify patterns of activity associated with a variety of attack scenarios. Should one be
detected, we activate our incident response teams.

Why Us
Skilled Threat Hunters

Customized Approach

Over the last 15 years, we’ve responded
to 90 percent of the highest profile
breaches.1 Our human talent, coupled
with our set of proprietary tools
and threat intelligence, enable us to
assess your environment quickly and
comprehensively.

All of our engagements are tailored to
address your needs and, by balancing
risk with business impact, they are
designed to help you make practical,
risk-prioritized decisions. We help
executives, information security
professionals, and boards remain
industry-compliant, protect their most
critical assets, continually improve their
approach to risk throughout the cyber
resilience lifecycle, and propel their
organization forward.

1. McMillan, Robert and Ryan Knutson. “Yahoo Triples Estimate of Breached Accounts to 3 Billion.” The Wall Street Journal, October 3, 2017.

About Cyber Solutions: Aon’s Cyber Solutions offers holistic cyber risk management, unsurpassed investigative skills, and proprietary
technologies to help clients uncover and quantify cyber risks, protect critical assets, and recover from cyber incidents.
About Aon: Aon plc (NYSE:AON) is a leading global professional services ﬁrm providing a broad range of risk, retirement and health
solutions. Our 50,000 colleagues in 120 countries empower results for clients by using proprietary data and analytics to deliver insights
that reduce volatility and improve performance.
Cyber security services offered by Stroz Friedberg Inc. and its affiliates. Insurance products and services offered by Aon Risk Insurance
Services West, Inc., Aon Risk Services Central, Inc., Aon Risk Services Northeast, Inc., Aon Risk Services Southwest, Inc., and Aon Risk
Services, Inc. of Florida and their licensed affiliates.
©2018 Aon plc. All rights reserved.

Looking to
safeguard your
organization?
Find out how our cyber
security solutions can
help you.
Visit aon.com/cyber-solutions
or call +1 212.981.6540

