
What is this service?

Employee misconduct takes many forms. An employee is accused of sexually harassing or  
making threatening remarks to a colleague, vendor or client. Maybe an employee has 
embezzled funds, stolen sensitive information or engaged in an activity you consider a conflict 
of interest. Retrievable forensic evidence can uncover an employee involved in an activity such 
as stealing money, proprietary information, intellectual property or trade secrets. This will 
allow you to uncover the truth without implicating innocent employees. To properly collect, 
analyse, and document this type of evidence, a specialised team with access to specialised 
tools is required.

How does it work?

We listen to your concerns, interview key stakeholders and investigate. No form of digital 
media is outside our scope. We probe open source, social media and proprietary databases, 
and our forensic examiners identify, preserve, and analyse data to help build a chronology of 
the incident. When dealing with fraud, our forensic accountants help confirm and calculate 
damages, and find hidden assets. 

Why is it important?

Serious employee misconduct threatens an organisation’s reputation and can introduce risk 
of liability. Theft of an organisation’s proprietary Intellectual Property often leads to loss of 
market share and erodes trust.

Why Us?

Go-To Firm for Cyber Security
As a leading firm in the cyber security testing and incident response space, we’ve responded 
to 90 percent of the highest profile breaches in the last decade1. Our experience from years  
in the trenches, informs our work. This experience, together with our advanced threat 
intelligence capabilities, allows us to keep abreast of the latest attack vectors, how cyber 
attacks are perpetrated, and how to stop them.

Credentialed Specialists  
We are credentialed specialists in network, database, mobile device, and other forms of digital 
forensics; malicious code and other types of malware; computer fraud and abuse; and data 
discovery, analytics, and disclosure.

1McMillan, Robert and Ryan Knutson. “Yahoo Triples Estimate of Breached Accounts to 3 Billion.” The Wall Street Journal, October 3, 2017.
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Andrew Mahony
andrew.mahony@aon.com

Protect your Organisation against Malicious Insiders

About Cyber Solutions: Aon’s Cyber Solutions offers holistic cyber risk management, unsurpassed investigative skills, and 
proprietary technologies to help clients uncover and quantify cyber risks, protect critical assets, and recover from cyber incidents.

About Aon: Aon plc (NYSE:AON) is a leading global professional services firm providing a broad range of risk, retirement and 
health solutions. Our 50,000 colleagues in 120 countries empower results for clients by using proprietary data and analytics to 
deliver insights that reduce volatility and improve performance.
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