Pensions
Cyber Risk
Pulling it all together
Pension schemes hold substantial amounts of personal data, have regular
financial transactions, and are managed by trustees who often have no
dedicated IT support. As such they are prime targets for a cyber-attack.
Over recent years pension schemes have stepped up how they manage
cyber risk, but for many schemes this is still somewhat ad-hoc. With
greater emphasis being placed on internal controls, managing cyber
resilience through a series of regular tasks is the next step.

Importance of managing cyber risks
Cyber risk has been an increasingly topical issue for pension schemes. As cyber risk
management requirements for pension schemes matures, so does the approach that
needs to be taken.
The Pensions Regulator released guidance back in April 2018 on the issues it expects
trustees and scheme managers to consider in order to increase their cyber resilience.
While many schemes have already taken some action, those actions are often taken in
isolation with no longer term plan.
For schemes to deal with cyber risk adequately, cyber risks need to sit alongside other
scheme risks; with ongoing internal controls and other checks to ensure security of
members’ benefits along with scheme assets. This is particularly important given the
pace at which cyber threats change.
As this is a relatively new area for trustees, the actions are not immediately obvious,
and what “good” looks like is constantly evolving.

In this document we have set out a series
of measures that we believe all schemes
should consider as part of their ongoing
cyber resilience programme.

“The cyber risk
paper was the
best thing we
have ever seen
on cyber risk —
so practical!”

Overall cyber strategy
Aon’s Cyber Business Cycle for pension schemes sets out the key stages to improving your
scheme’s cyber resilience. The cycle follows a ‘Seek’, ‘Shield’, ‘Solve’ and ‘Review’ framework.
• Seek is about understanding your cyber risks, what you are exposed to
• Shield is about protection – actions that you can take to limit the chances of an incident
• Solve is about dealing with an incident should the worst happen
• R
 eview is about recognising that cyber risk is not a static risk and therefore a framework for
ongoing review should be established
Increasingly we are seeing more schemes document their cyber strategy as it helps ensure actions
are prioritised in accordance to risk levels.
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With so many possible actions it is hard to know where to start. The Aon Cyber Scorecard
provides an assessment of your current position and highlights opportunities for quick wins.
Once the initial assessment is done, many schemes start with either a War Game or Third Party
Assessment, and quickly move onto an Incident Response Plan. But once the basics are in place
that does not mean the job is done. These documents and processes will still need revisiting from
time to time.
Aon recommend that schemes put in place a series of cyber-related actions which are revisited
over a 2-year cycle. The precise details will vary from scheme to scheme.
More detail on the actions shown in the Cyber Business Cycle is set out on the following pages.

Cyber business cycle components
The needs of each pension scheme will differ, but common components of a cyber resilience framework will include the following:
Periodic training

Incident response plan (business continuity plan)

Cyber risk is not something that most trustees come across in their
day jobs, so periodic training is essential. This could be external
events or scheduled at trustee meetings. Training could come
from external cyber experts, internal resources or advisers and
suppliers. Mixing up the training from year to year is helpful, and
the focus needs to be on actions, not on just ‘scaring’ the trustees.

No business would dream of dealing with a major incident
without an incident response plan, and increasingly trustees
and their sponsors feel the same way about their pension
schemes. While plans can never be overly detailed, they
certainly can provide a good framework for handling any
incident, including wider business continuity planning.
Perhaps the most difficult issue is how the plans of the
trustees, sponsor and advisers interact in practice.

Data and asset maps
Capturing all the places that scheme data and/or assets are
held, and how they move around is key to understanding
the scope of cyber risk and where to prioritise actions.
This can help inform where to focus third party assessments
and the level of scrutiny involved in that assessment.
Trustee cyber-hygiene
Trustees can be the weakest link in a scheme’s cyber
footprint, with many using home email accounts and
almost certainly not having the same level of security that
advisers do. Many schemes have a document describing
what the scheme expects of its trustees in relation to
cyber security, which should be regularly reviewed.
Phishing exercise
Over 90% of cyber-attacks still start with a relatively basic
phishing campaign. Most large organisations run fake phishing
campaigns to test the resilience of their systems and the
level of knowledge of their staff. Pension scheme trustee
boards are not large enough to do this, but by bringing
together multiple pension schemes Aon has run two industry
exercises in recent years, covering over 600 trustees.
Third party assessments
A key part of a cyber strategy is to monitor the arrangements
made at third party advisers and suppliers, including the sponsor
if they provide any services to the scheme. Different levels
of assessment will be appropriate for different providers.

Incident response support
One of the key learnings from simulated cyber-attacks (war
games) is that cyber events can quickly become all-consuming,
with the trustees dealing with the source of the problem, the
sponsor, lawyers and other advisers, members, media, insurers
etc. Coupled with unfamiliar content, the thought of handling
an incident can be daunting. Having a cyber specialist on
retainer means support for the scheme if an attack takes place.
Cyber insurance
Cyber insurance is a rapidly growing market. While
many corporates now have some form of cyber cover, it
does not normally extend to the pension scheme, and
Trustee Liability Insurance only tends to cover claims
against the trustees. Specialist pension scheme cyber
insurance is slowly emerging as a new product.
War game
Running a simulation of a cyber-attack is one of the most
effective ways of engaging the trustees, the sponsor and
the advisers in a discussion of risks and actions. It can be
used either as part of an initial training exercise, a half
day workshop or to test incident response plans.
Cyber policy
Having an overall cyber policy allows trustees to document
their risk management approach and priorities, as well as
being something that can be shared with other interested
parties and auditors.

Cyber Scorecard
Aon’s Cyber Scorecard provides an assessment of your current position and highlights
opportunities for quick wins. It is based on 50 multiple-choice question that most trustees,
pensions managers or scheme secretaries should be able to complete. It is free to all schemes
and provides an assessment in ten key areas, including benchmarking against the market.
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services and packages Aon provides
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For your free cyber scorecard, visit www.aon.com/cyberscorecard
To see the results of the scorecard across the first 100 schemes that have completed it visit
www.aon.com/unitedkingdom/retirement-investment/trustee-effectiveness/
cyber-threats-to-corporate-pension-schemes.jsp
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