Identification, Preservation & Analysis of Evidence.

® What is this service?

In the wake of a cyber incident, it is often difficult to assess the extent of a breach and
determine exactly which systems have been compromised. Most organisations lack the
processes and technology to address a breach independently, leaving IT teams overwhelmed
and under-resourced. In these situations, organisations benefit from engaging an external team
with access to specialised tools and rich experience dealing with sophisticated breaches.

$® How does it work?

Aon Cyber Solutions forensic examiners identify, preserve, and analyse networks to help build a
complete picture of the incident and affected systems. Our experts will contain the incident while

preserving evidence. In our cutting-edge forensics lab, our examiners find, preserve, and analyse LOOklng to

relevant data to provide definitive, fact-based conclusions for our clients, their counsel, opposing safeguard your
counsel, and the courts. organisation?

Our Aon Cyber Solutions Team also deploys this forensic expertise to empower internal To find out how Aon can
investigations regarding employee misconduct and fraud to enable you to uncover the truth enhance your cyber resilience,

. . L . | tact:
without implicating innocent employees. please contac

Stephen Morgan
‘ Why j.S lt important? stephen.morgan1@aon.com
Andrew Mahony

Evidence can be discovered anywhere, but only if you have the right people and tools to navigate andrew.mahony@aon.com
and assess the information with precision. An experienced Digital Forensics and Incident
Response provider is able to identify the source of the attack, then remediate the effects with

precision, leveraging expertise that can only be gained from vast international experience.

$ Why Us? \/

Go-To Firm for Cyber Security

As a leading firm in the cyber security testing and incident response space, we’ve responded
to 90 percent of the highest profile breaches in the last decade'. Our experience from years
in the trenches, informs our work. This experience, together with our advanced threat
intelligence capabilities, allows us to keep abreast of the latest attack vectors, how cyber
attacks are perpetrated, and how to stop them.

e

Credentialed Specialists

We are credentialed specialists in network, database, mobile device, and other forms of digital
forensics; malicious code and other types of malware; computer fraud and abuse; and data
discovery, analytics, and disclosure.

'"McMiillan, Robert and Ryan Knutson. “Yahoo Triples Estimate of Breached Accounts to 3 Billion.” The Wall Street Journal, October 3, 2017.

About Cyber Solutions: Aon’s Cyber Solutions offers holistic cyber risk management, unsurpassed investigative skills, and
proprietary technologies to help clients uncover and quantify cyber risks, protect critical assets, and recover from cyber incidents.

About Aon: Aon plc (NYSE:AON) is a leading global professional services firm providing a broad range of risk, retirement and
health solutions. Our 50,000 colleagues in 120 countries empower results for clients by using proprietary data and analytics to
deliver insights that reduce volatility and improve performance.

Disclaimer: This risk and insurance description is a general summary for information purposes only. This does not purport

to be insurance, legal or professional advice. For further advice on this or related insurance needs, please contact a
representative of Aon. m
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