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Evolving EU landscape
‘We ignore the risks that are hardest to measure, even when they pose the
greatest threats to our well-being’ 1
Successful businesses increasingly use technology to increase sales,
maximise efficiency and reduce expenses. Evolving technologies
such as cloud computing, social media, mobile devices and
big data analytics have helped entities achieve profits and
lift the European stock markets in the first half of 2013.2
However, these same businesses face an increasingly
diverse and sophisticated array of threats to the
security of their information management systems.
Cyber theft, fraud, sabotage, espionage, and hacking
(including from governments)3 are more frequent
in the social media age and the associated costs
with information security breaches are increasing for
entities in every industry sector – from retail, financial
institutions, healthcare, hospitality, media, communications,
technology, consulting and professional services to
manufacturing, government/public sector and transportation.4 The legal exposure, reputational harm and
business interruptions that may result can wreak havoc on a company’s
bottom line.5
The digital revolution raises new cyber risk concerns that can significantly affect an entity’s financial
statements.6 Because corporate directors and officers have a fiduciary duty to protect their company’s
assets – including digital assets themselves as well as the stock prices that may be affected should a
breach occur – they have a legal obligation to focus on IT security and risk mitigation matters.7 Risk
managers, therefore, are becoming more focused on how to assess and limit risks that are related to
data security and other IT-related risks. Risk managers will work with the board of directors in order to
implement a cyber risk management plan and educate employees how to reduce cyber risks.8 As a matter
of judicious corporate governance, boards of directors must maintain a reasonable level of oversight9
since latency, jurisdiction, privacy, data and security obligations can remain the legal burden of the
board’s entity even though caused by a third-party outsourced service provider or anonymous hacker.10
Paying attention to cyber risks is good business. Responsible corporate leaders will focus on and devote
resources to effective programs to manage information security matters. They will mitigate their risk by
engaging experts to place specialised cyber insurance coverage, with language tailored to address their
specific needs and exposures.11

Risk. Reinsurance. Human Resources. Empower Results®

4

Aon Risk Solutions

New technologies and emerging threats
Corporate leaders continuously seek new technological tools to make their organisations more
automated, responsive, and profitable. Technological developments in recent years, such as increased
reliance on cloud computing, mobile devices, and social networking, have contributed to the dramatic
increase in security risks. Such developments necessitate that each entity develop consistent corporate
policies and contractual allocation of liability guidelines as primary risk mitigation measures to the
extent possible.

Mobile devices, cloud computing, big data and social media
Among the technological advances that have contributed to the increased security risks are the countless
types of personal tools – USB/thumb drives, smartphones, tablets, and other devices – that employees
use in connection with their work. These tools were initially developed and enjoyed widespread use
before employers focused on the security implications that accompany them. Often, the devices are
purchased by the employees themselves, used for both personal and work-related matters, and are not
encrypted or tracked in appropriate fashion by the employer’s IT department. The security implications
are endless – as varied as the seemingly infinite choice of brands, models, and applications available.
And because of their widespread use, these devices are considered indispensable by many workers and
bringing their use under control can be challenging.13
EU data protection agencies announced their opinion on the data protection
risks of mobile applications in March of 2013.14 The risks range from lack
of transparency, lack of awareness among users, poor security measures,
and invalid consent mechanism. They highlighted that apps may have
significant risks to the private lives of smartphone users, and that
individuals must be in control of their personal data. Many of the
app developers would be in violation of EU data protection laws for
processing personal data even if the user consents because the
data processing is considered excessive or inappropriate.
In addition, companies more frequently outsource their
computer services to third parties – such as ‘cloud providers’ – as
a cost-effective approach for centralised computing and to meet growing
data storage demands. Because the users are generally geographically separated
(sometimes in different legal jurisdictions) from the cloud providers, the services are
accessed via the internet in the case of a public cloud. The sharing of private data between
the customer and the cloud host companies is seen as creating potential exposure, since the cloud
provider may freely access the private data. And the cloud providers themselves are vulnerable: a class
action lawsuit was filed against cloud provider Dropbox regarding alleged data security issues and failure
to notify of a breach.15 However, superior technology cloud providers, such as Dropbox, can reduce the
overall privacy and security risk of its individual customers due to the implementation of continuously
updated state of the art IT security and mitigation procedures (compared to the customer’s attempt
to maintain its IT security as a non-primary part of its core business). A key consideration with cloud
providers may be severity as opposed to frequency due to the aggregation of risk where one breach
could affect many customers.
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Big data is another technological trend that carries additional risk due to the potential severity of a breach
(more data breached = greater potential severity). These enormous accumulations of often unstructured
data, sometimes hosted outside a company’s IT department, are potentially less secure because they
are outside the company’s usual controls. The outsourcing contract should ideally include an indemnity
clause triggered by the negligence, privacy breach or security incident of the outsourced provider and
specifically request evidence of insurance from the outsourced provider to back the indemnity. An added
benefit of obtaining evidence of insurance from the outsourced provider is that obtaining such insurance
would have required that the outsourced provider was scrutinised by an insurance underwriting expert.
The continued popularity of social media brings additional security concerns. While these tools are
valuable for recruiting employees, communicating with customers, and compiling marketing data, they
also expose companies to potential human relations problems (eg, harassment claims), privacy violations,
false advertising and consumer fraud issues, defamation actions, copyright infringement claims, and
the like. By their very nature, social media communications are less formal, and companies tend not to
manage these outlets as well as they should.16 Therefore, risk managers can make sure employees review
their employee handbooks and implement a social media policy to ensure employee use of social media
is clearly aligned with acceptable company policy and ultimately in accordance with the law.

Cyber crime, hacktivism, cyber espionage and cyber warfare
Attacks upon companies’ networks continue to occur with such frequency that
no business should consider itself immune. Increasingly creative, invasive, and
costly, these attacks can cripple an organisation’s activities and devastate profits.
Businesses in some industries are particularly vulnerable to hacktivism due to
the unpopularity of their products or actions with certain groups. For instance,
recent hacktivist attacks have targeted energy companies, agribusiness, political parties,
media outlets, educational institutions, religious groups, governmental entities, and, ironically, even
organisations devoted to cybersecurity.17 Foreign governments and groups engage in espionage and
destruction through electronic means. Cybercriminals continue to enrich themselves through exploiting
security weaknesses.
A group of international cybercriminals hacked into two credit card processors, India-based EnStage
and ElectraCard Services, and withdrew €40 million from two Middle Eastern banks through ATMs in 24
countries in just over 10 hours.18 Global Payments, Inc, a payments processor, suffered a security breach
in the spring of 2012, exposing an estimated 1.5 million Visa and Mastercard accounts and losses in
excess of €84 million. Similar reported payment processor breaches include Heartland Payment Systems
(€143 million) and RBS Worldpay. Losses are not limited to payment processors. According to publicly
filed documents, TJX suffered a €250 million breach and SONY suffered a breach estimated to cost a
total of between €171 million - €280 million and counting. Some prudent businesses purchased specific
insurance to address these types of privacy and security incidents.19 However, many entities have ended
up in litigation with their insurer with respect to whether traditional legacy policies are intended to cover
losses from evolving intangible network security and privacy exposures.20
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A great deal of attention has recently been devoted to the existence of programs allowing the US
government, specifically the National Security Administration (NSA), to access certain data for national
security purposes through its PRISM program. Many questions remain about what information was
shared, how it was shared, and how it may have been used, but it is no longer a secret that information
about individuals’ internet and phone use is being requested, gathered, used, and shared. Leading
internet related entities seek more government transparency, but deny that officials were given unfettered
access to their systems.21 As governments’ tools become more and more sophisticated, the potential for
overreach seems greater. Companies will continue to grapple with their competing obligations to their
governments versus their customers and employees. As stated by German Chancellor Angela Merkel:

‘We must work together in the fight against terror but, on the other hand,
also guarantee the privacy of citizens. Not everything that is technically
feasible in the future must be put to use. In our view, the ends do not justify
the means’ 22
Although details of surveillance programs in the UK, Germany, The Netherlands and other EU countries
are sketchy, the United States is not alone in electronic data collection.23

Costs of security breaches continue to increase
Year after year, the costs incurred by companies experiencing data breaches continues to climb.24 The
most recent analysis, the 2013 Ponemon Cost of Data Breach Study,25 released in May 2013, evaluated
a range of business costs relating to data breaches. Globally, the average cost of a single data breach
is estimated to be $136 per record in 2012 (up from $130 per record in 2011). In Germany, the cost per
record compromised was $199, which was the highest of any other country. Moreover, the annualised
cost of cybercrime increased by 6% per year for the 56 companies in an analogous study, with each
spending from $1.4 million to $46 million annually.26
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EU specific incidents
The following are just a few of the many recent incidents that have had a financial statement impact:
 Bank of Scotland fined £75,000 for fax blunder by the Information Commissioners Office 5 August 201327
 Greek Finance Ministry fined €150,000 over tax data theft 8 August 2013
 Serious Fraud Office admits to massive data breach 9 August 201328
 NHS Surrey’s £200,000 data breach scandal: what not to do29
 Cyberattacks a top cause of EU wired Internet outages30
 Netherlands mandatory breach notification bill may introduce fines up to €450,00031
 European firms won’t work with companies that suffer a data breach32
 Will data transfers to the United States become unlawful due to PRISM33
 The photocopier: a vulnerability hidden in plain sight34
 Europe walks fine line in pursuing class-action litigation35
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A board of directors issue
Risk management is sometimes mistakenly viewed as a cost center rather than a corporate asset. As
a result, risk managers are often directed to reduce expenses (eg, insurance premiums) with lack of
appropriate regard for the total cost of risk (eg, potential catastrophic losses not covered by insurance).
However, the digital revolution raises new cyber risk concerns that can significantly affect an entity’s
financial statements. The onus is upon the company to seek coverage for potential risks to its electronic
data. While the world’s data is expected to grow 50-fold in the next decade and information assets
are now considered to account for a majority of the value of Fortune 1000 entities, non-life insurance
premiums are estimated to be €600 billion36, while total cyber insurance premiums are estimated at
€1 billion37 – a small fraction of the total non-life insurance market. The prudent board will consider
directing its management to:
 Qualify and quantify its cyber exposures, including the potential effect upon the balance sheet.38
Management must ‘buy-in’ and support the network security and privacy team in order to ensure
its success
 Mitigate cyber exposures, including due diligence and contractual allocation.39 Note that insurance
underwriters will rely on third party security assessments when conducting due diligence to quote
a premium and coverage for cyber insurance.40 Updates to written policies and procedures with
ongoing training assists in creating a culture of best practices
 Conduct actuarial modelling to determine whether to assume and/or transfer such risks
Risk managers, therefore, must become more educated on matters relating to the financial impact of
cyber exposures.41 Risk managers can assist corporate directors and officers in satisfying their fiduciary
duties to protect their company’s assets.42 The next wave of shareholder class action litigation is
predicted to be against boards of directors that have not satisfied their duty of care to manage
such exposures.43
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EU data protection directive and other regulatory developments
Lawmakers, regulators, and courts throughout the European Union and abroad continue to try to keep
pace with both technological advances and rapidly evolving security hazards.45 These governmental
leaders must balance the need to protect their individual constituents from privacy violations and
other harms while not placing such extraordinary burdens on businesses that it hampers technological
progress. What results from these disjointed efforts is a patchwork of laws, regulations, and industry
standards establishing rules that vary dramatically from country to country, from one state to the next,
between industries, and often depends upon the precise type of information involved. Businesses are
challenged with having to stay abreast of the data security requirements for not only the jurisdictions in
which they are located, but virtually anywhere in the world where they do business, have customers, or
even where their data may be transmitted by third parties.
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New privacy bills being introduced around the globe, such as Europe’s proposed amendments to the
Data Privacy Protection Directive (the ‘EU Directive’), could give consumers the right to withhold basic
information while using the internet, stalling the marketing efforts of social media savvy entities. The
proposed reform for the EU Directive is intended to update the principles from the 1995 directive.
Currently, the EU Directive is enforced in each of the EU member states by their own set of national laws,
which can vary from country to country. Germany follows the EU law very strictly while other countries
are more flexible, which can complicate things for companies that are active in Germany but registered
in other countries.46 Not having a unified European privacy law is one of the main concerns that sparked a
reform to the EU Directive.
The follow are some of the main areas of reform:
 Single set of rules: this will provide a single set of rules for all organisations processing personal data in
the EU
 Fines: National Data Protection Authorities will be allowed to impose fines up to 2% of worldwide
gross revenue of an organisation
 ‘One- stop shop’: an organisation only needs to comply with the data protection laws in place in the
jurisdiction in which it has its main establishment
 Data Breach Notification: all businesses notify Data Privacy Authorities and data subjects in the event
of a data breach within 24 hours, if possible, of the breach. Data breach notification is only currently
required from telecommunications and internet service providers
 Consent: where consent is to be used for processing personal data there must be explicit consent
rather than assumed
 The ‘Right to be Forgotten’: allows an individual to require an organisation to delete personal data
where there is no longer any legitimate reason for keeping it
 International Transfer of Data: will simplify the requirements for organisations transferring
data internationally
 Abolishing unnecessary requirements: ending legal fragmentation and reducing administrative
obligation can save up to €2.3 billion per year47
It is unclear how long the process will take to approve the updated reform, but it is clear that the EU
intends to rightly regulate this area to address privacy concerns. If or when it is adopted each member
state will have two years to adapt their national legislation to the new laws. Many European organisations
may currently be unaware that such an obligation already exists under the laws of almost every state in
the US. In addition to EU member states, Australia, Canada, India, Russia and China, as well as many other
nations, are also in an ongoing process of developing information security laws and regulations.48
Note that the new European Union regulation requiring mandatory personal information disclosures by
telecom operators and internet service providers went in to force on 25 August 2013. This is the logical
next step of an EU directive introduced in 2009 (through E-Privacy Directive 2009/136/EC) that required
telcos and internet service providers not only to report all breaches of personal data, but also introduced
a separate legal obligation to report all other data breaches in the interest of cyber security.
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The role of the risk manager
Risk managers advise companies regarding potential risks to the organisation. They identify and assess
threats, develop policies and strategies for risk management and decide how to avoid, reduce, allocate
and transfer risks. While proactive measures to mitigate risk can be costly and time-consuming, they
are far less demanding than the consequences of a serious breach, which can require dealing with a
seemingly endless list of critics, including the company’s General Counsel, the European Commission,
data privacy authorities, prosecutors, politicians, customers, patients, students, aggrieved employees,
shareholders, plaintiffs’ class-action lawyers, the media, and the public. Moreover, having a robust, welldocumented program to monitor network privacy and security matters may provide favorable evidence
of the company’s efforts, thus reducing liability should an incident occur. A network security and privacy
risk mitigation program should start with the following:49
 Identify, classify and quantify the use of information assets & electronic methodologies, including
reliance on third party outsourced service providers
 Implement risk management best practices, such as IT security, corporate policies & procedures and
contractual allocation of liability
 Train and monitor employees, subcontractors, third party outsourced service providers and other
channel partners regarding such best practices
 Model the range of potential frequency and severity of losses from network security and privacy
incidents for your unique industry and entity specific circumstances
 Determine the entity’s risk appetite to retain, mitigate and transfer network security and privacy
exposures compared to the entity’s overall enterprise risk management strategy
 Analyse existing insurance policies for possible partial network security and privacy coverage
 Consider customised network security and privacy insurance to stabilise the entity’s financial
statements and mitigate the risk of breach of fiduciary duty of management and the board of directors
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In light of the increased significance of cyber risk management matters, it is essential that corporations
develop a comprehensive program. A team consisting of Information Technology, legal, risk
management, Chief Information Officer, IT security, human resources, product development, sales,
marketing and other pertinent personnel should be involved in developing and executing the program.
Risk managers are responsible for managing the risks to the company, its employees, customers,
reputation, assets and interest of stakeholders. Risk managers are responsible for coordinating a cyber risk
management plan that protects the company from specific risks.
An effective cyber risk management program will not be static, but rather will be subjected to regular
re-evaluation and improvement. Risk managers need to be aware of changes in the company’s business
because these may require modifications to the program. Virtually every corporate transaction should
be evaluated for potential cybersecurity implications. For example, should an acquisition occur, the
cybersecurity situation of the acquired entity should be made a priority in the due diligence process,
and necessary improvements may be required to bring the acquired company in line with the security
standards of the acquiring company.
Once a program is developed, it is essential that it be well-documented, so that it can be used as
evidence of good faith should a breach occur.
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Thorough review of IT use policies
Risk managers need to audit and regularly review the company’s reliance on different forms of technology
(ie, tablets, smartphones, iPads, USBs) and ensure that various uses of such technology (ie, work,
social media, personal use) are appropriately regulated in company IT and/or social media policies and
guidelines. In particular, the increased use of mobile devices carries security risks for corporate networks.
Data breaches caused by smartphones are becoming more common than lost or stolen laptops.50

Third party exposures
Businesses may take great care in protecting their own electronic systems but utterly fail to take into
account the vulnerabilities in the systems of the various third parties with whom they share confidential
information. Vendors, suppliers, consultants, IT providers, and a range of other third parties have
occasion to access various types of confidential corporate information. A number of steps can mitigate the
exposure in these situations.

Vendor/supplier management51
A risk assessment should be conducted for each third party provider and, depending on the type of data
being shared, additional steps should be considered to prevent security breaches: The more sensitive the
information being shared, the more thorough the steps to be taken.
Risk managers must appropriately assess, measure, monitor, and control the risks associated with third
party relationships. Risk assessment is fundamental to the initial decision whether to enter into a third
party relationship. The first step is to ensure the relationship is consistent with the company’s overall
business strategy. Next, risk managers should analyse the benefits, costs, legal aspects and the potential
risks associated with the third party. The last step is to estimate the long-term effect of the proposed third
party relationship.
Throughout the third party relationship risk managers must continue to analyse the risks associated with
the interactions. Third party providers that are found to have lax security procedures should be replaced
or given a relatively short period of time to bring their practices within acceptable standards.52

Contractual considerations, including allocation of liability
Corporate counsel should assist clients with mitigating cyber exposures by developing consistent
contractual language to be used in vendor agreements. Third parties should, at a minimum, be expected
to accept inclusion of language in which they warrant that they are in compliance with applicable laws
relating to information privacy and security. Clients should also expect that third party providers will
commit contractually to follow the client organisation’s privacy policies. Depending upon the type of
information to be shared, contracts may also include specific provisions outlining the vendor’s security
procedures which require the vendor to conduct regular risk assessments and report to the client. In
some situations, it may be useful to specify that the client has the right to engage an outside firm to audit
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the service provider’s security infrastructure. In all cases, contracts should contain a clear requirement
that any security breach be reported to the client immediately upon discovery.
Many third party contracts contain indemnification provisions which commit the third party providers
to indemnify the client should a security breach occur due to the vendor’s negligence or intentional act.
Where possible, such indemnification should be sought, and should be as broad as possible, including
all direct and indirect costs associated with a breach. Clients should inquire about, and perhaps insist
upon, third party providers maintaining adequate levels of cyber insurance to cover the cost of potential
breaches. Where such coverage is required, clients may wish to require that the client be named as
an ‘Additional Insured’ on such policies. It may also be advisable to specify that disputes be resolved
through arbitration rather than litigation in the courts, given the sensitivity of some of the
information involved.

Vendor/supplier audits
Organisations may be unaware of which vendors and suppliers have access to their confidential data,
such as personally-identifiable information on customers and employees, or proprietary information
about the company’s products. The first step in implementing a system to manage this exposure is to
identify the various suppliers and vendors and to determine precisely which type of information each
third party entity is being sent (or otherwise accessing). A robust audit is essential. These audits should
examine not only the outsourced IT service providers, such as data processors, but also any other type
of third party organisation or individual who might have access to corporate data. The audits should be
conducted regularly and systematically so that both existing and all new third party providers are tracked
and monitored. For each provider identified, careful consideration should be given to whether the level
of access is appropriate and necessary in light of the service being provided or whether more limited
disclosure may be warranted to avoid exposing data unnecessarily.

Education on legal exposures
Risk managers must work with corporate counsel to educate the organisation regarding the evolving legal
exposures in the area of cybersecurity. Fortunately, corporate leaders now recognise data protection as a
top concern.53

Coordinated approach
Corporations may be asked to share information with law enforcement or national security agencies. It is
essential that the appropriate corporate personnel be assigned to oversee these interactions so that the
company’s legal obligations are satisfied without unnecessarily risking disclosure of confidential company
data. Legal oversight is essential, as these issues often require an extremely sophisticated and difficult
balancing of competing legal obligations. There is also an argument that, in the event of a security or
privacy incident, legal counsel, rather than the risk manager or insurance broker, should engage forensics,
investigative and other third party experts to enable attorney-client privilege protection.
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Data breach management policy
Risk managers should work with the company to develop a Data Breach Management Policy (also known
as a Data Breach Response Plan) to address and outline internal corporate prevention, detection and
incident response processes in response to a security breach. It could help in defending an allegation that
the company failed to take reasonable care in handling a data security breach.
The first step in creating such a policy is defining a ‘breach.’ Everyone understands that when criminals
hack into a company’s network that a security breach has occurred. However, a security breach occurs
virtually every time an employee loses a cell phone or has a laptop stolen. A useful policy must define
what a breach is, and set forth a process designed to respond effectively to each specific incident based
on the specific circumstances of the breach and the precise nature of the information compromised.
Different measures are required depending on the sensitivity of the information involved. Failure to
respond promptly, effectively, and in compliance with applicable laws can expose a business to material
liability. Furthermore, insurance underwriters assume that nearly every entity will suffer some type of
security or privacy incident at one time or another and reducing the impact of a breach is essential.
Therefore, insurance underwriters focus almost as much on the robust data breach incident response
policy as on the prevention measures.
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Coverage & gap analysis under existing insurance policies
Companies should work with their insurance broker to analyse property, crime and general liability
insurance policies and determine any potential gaps in existing coverage. Companies should consider
specific network security and privacy insurance to fill any obvious gaps.54
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Transferring risk through
cyber risk insurance
Insurance specifically designed to cover the unique exposures of data privacy and security can act as a
backstop to protect a business from the financial statement harm resulting from a breach. While there
is an argument that some cyber risks could be covered under traditional insurance policies, such as
property (eg, business interruption from a computer hack) or commercial general liability (eg, third party
data privacy breach litigation), it is wise to consider specialised cyber risk insurance coverage in order to
comprehensively cover network security risks.
Traditional policies were developed years ago and typically do not contemplate exposures such as those
discussed in this paper. While some categories of losses might be covered under standard policies, many
gaps usually exist. In the US, insurers are filing declaratory judgment actions against their insureds to deny
coverage for cyber exposures under property, general liability, professional liability and crime policies.55
Some courts are finding that these traditional policies, such as property policies, do not cover the types
of intangible harm that results from data breaches.56 Coverage may also be denied if intentional acts are
excluded from coverage.57
Insurers are also denying coverage under professional liability/Errors & Omissions58 and Directors &
Officers’ policies, with mixed outcomes in the courts.59 With these other types of non-cyber specific
insurance policies, the outcome of a coverage dispute is far from certain, and will turn on the precise
policy language, the specific circumstances of the claim, the identity of the victim, the nature of the
harm caused, and the court’s willingness to find coverage where policy language appears to preclude
it. For example, in Eyeblaster, Inc v Fed Ins Co, 613 F.3d 797 (8th Cir 2010), the Court of Appeals for the
Eighth Circuit concluded that coverage existed despite the insurer’s fairly persuasive claims to the
contrary. Eyeblaster, the insured, an online marketing company, was sued for allegedly causing the
plaintiff’s computer to malfunction due to spyware attached to Eyeblaster’s online advertising. Eyeblaster
submitted a claim to its insurer, but the claim was denied. The insurer asserted that since the policy
covered only ‘tangible property,’ and excluded losses resulting from ‘software, data or other information
that is in electronic form,’ it was not covered. The insurer also denied coverage under the Errors &
Omissions policy on the grounds that the plaintiff had failed to allege a wrongful act by the insured, since
the policy defined a wrongful act as an error, unintentional omission, or negligent act in connection with
a product failure. The court disagreed, finding that coverage existed under both policies. The general
liability policy was held to cover damage for the loss of the plaintiff’s computer, which was tangible
property. The E&O policy provided coverage because ‘error,’ defined as including ‘intentional, nonnegligent acts but to exclude intentional wrongful conduct,’ would include actions such as the insured’s
causing of software to be installed on the plaintiff’s computer. Though intentional, Eyeblaster had
disclosed to the insurer that its core business was online advertising, so its actions in causing software to
be installed on the plaintiff’s computer was not an intentional wrongful act because it was in the ordinary
course of its business. In a case decided 23 May 2013, The Illinois Supreme Court held that claims based
on alleged violations of the Telephone Consumer Protection Act are covered under a traditional general
liability policy.60
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Similarly, in Retail Ventures,61 the Sixth Circuit found third-party coverage under a first party commercial
crime policy despite language stating that only direct losses would be covered. However, clients should
not take comfort from the Sixth and Eighth Circuits decisions in Eyeblaster and Retail Ventures, because
both cases are far from clear and are limited to the unique facts involved in the claims at issue. In light of
the high stakes involved, a cyber policy which clearly covers first and third party, non-tangible losses is
the prudent choice.
‘Cyber’ exposures have the potential to affect the entire spectrum of risks – from physical property that is
vulnerable to attacks from ‘Stuxnet’ like computer viruses, to products that contain chips with embedded
software, to degradation or complete failure of critical infrastructure stakeholders.62 As a result, cyber
events have the ability to impact numerous lines of insurance coverage.63 Consider some of the issues
related to insurance coverage afforded under traditional policies of insurance and under cyber polices
for a cyber event. Insurers are stakeholders because their coverage obligations may be triggered under
various policies of insurance after an accident, disaster, cyber event or the cataclysmic meltdown of
national critical infrastructures. Insurers can help manage cyber risks and offer insurance coverage for
losses and claims arising from cyber events. However, not all risks or claims are covered and some insurers
are limiting or excluding coverage afforded under traditional policies, and even some cyber policies
may have narrowly tailored coverages. Thus, all insurance policies and coverages should be thoroughly
reviewed and the provisions and conditions for coverage should be understood by all parties to the
insurance contract.
The majority of developments to date on the cyber risk transfer front relate to privacy or data breach risk,
and specifically, breaches of Personally Identifiable Information (‘PII’). Many breached entities and other
responsible parties have been aided tremendously by their insurance policies.64 Privacy, however, is only
a fraction of the entire cyber spectrum, and companies that are not consumer facing or do not participate
in the PII chain are struggling with the insurability of their cyber risk. Consider also that while annual
cyber premiums may exceed $1 billion on an annual basis,65 annual commercial property and general
liability premiums are in excess of $151 billion.66 Defined cyber premiums account for a mere 1/151th of
P&C risk transfer and 1/667th of non-life premiums in an economy where more businesses put a higher
value on intangible assets than on traditional assets like plant, property, equipment and inventory.
The insurance industry has been slow to embrace this evolving reality to provide true end-to-end
solutions that provide confidence to policyholders that the majority of cyber risk is covered. The
insurance industry can serve as a catalyst and facilitator to significantly improve cyber security solutions.67

Cyber exposure spectrum
 First party financial loss – the party that experienced the cyber event suffers financial losses or costs
associated with the event. The most commonly cited examples include costs associated with data
breach response, lost income attributable to network/IT interruption, as well as future lost income and
reputational harm. Note that the policy holder should request that the first party business interruption
triggers upon partial degradation and not simply a total network outage
 Third party financial loss – a party other than that which experienced the cyber event suffers financial
losses or costs associated with the event. This could be a customer, business partner, or unrelated
third party. Examples of losses in this category include the business interruption losses of users of
cloud services should such services suffer outages, or recall costs of clients of electronic component
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manufacturers should such components malfunction due to the failure of embedded code and not
any tangible damage
 First party bodily injury or property damage – the party that experienced the cyber event suffers
bodily injury or property damage
 Third party bodily injury or property damage – a party other than that which experienced the cyber
event suffers bodily injury or property damage

Risk
tolerance

Maximum
profitable
loss
Peer
purchasing
data

Budget

Optimal
program

Scope of
coverage
and
control

Contractural
requirement

Insurable
risks

Phase one

Market
limitations

Phase two

Phase three

Current cyber market
 Privacy breach coverage68 – policies cover privacy breach notification and crisis management,
regulatory defense and civil penalties, and liability resulting from a breach
—— Premiums are fact specific depending upon deductible/self-insured retention, losses, revenue,
scope of business and risk mitigation employed
•• Third party premiums only = €5,000 –Liability
15,000 per € million
•• First party premiums only = €5,000 – 15,000 per € million
•• Combined first and third party premiums = €7,500 – 25,000 per € million
—— Deductibles/self-insured retentions
•• €25,000 – 100,000 for small companies with revenue less than €100 million
•• €250,000 – 10 million+ for large companies with revenue greater than €100 million
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—— Application process becoming streamlined whereby multiple carriers will quote pricing, terms and
conditions based on one common application.69 However, it is well advised to jointly develop
with each unique client a comprehensive list of specific priority coverage grants and dictate such
requests to the insurance carriers in the form of a submission priority coverage matrix
—— Policy wording is paramount to successful coverage.70 A lot of exclusions and pre-qualifications
exist in Cyber insurance. Experience in customised wording and claims handling is important
 Ancillary financial loss products – most available policies include first party network business
interruption – to cover loss of revenue during network interruption; information asset – to cover
restoration costs or loss of value associated with electronic data; cyber extortion – to pay an extortion
threat if doing so successfully wards off a cyber event; and Contingent Business Interruption – to cover
loss of revenue during the downtime of a critical outsourced IT provider (ie, cloud services, etc)
 Future loss of revenue products – currently developing coverage when the event ends and the firm
returns to normal operations, but the negative reputational effect from the cyber event produces
customer churn and a diminished ability to increase sales
 Property, comprehensive general liability (‘CGL’), Crime/Bond, Director’s & Officers, Professional
Liability and Kidnap & Ransom, insurers should also be notified in the event of a cyber incident.
Typical forms respond as follows:
—— General liability: covers bodily injury and property damage, not intangible or economic loss
—— Errors & omissions: covers economic damages resulting from a failure of defined services only, and
may contain exclusions for data and privacy breaches
—— Property: covers tangible property, which data is not. Loss must be caused by a physical peril while
perils to data are more likely to be viruses or hackers
—— Crime: covers employees and generally only money, securities and tangible property. No coverage
for third party property such as customer/client data

Review the ‘Notice’ section of each potentially applicable insurance policy to ensure
compliance with the timing, form and content of proper notice. Failure to properly
notify pursuant to the terms of each policy could result in insurance carriers
attempting to deny an otherwise covered claim
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Add cyber coverage to traditional insurance
Beyond these four areas of risk transfer, coverage is either unavailable entirely, uncertain71 , or unavailable
in a quantity that matches the magnitude of the risk. The most concerning area is likely coverage for cyber
resultant bodily injury and property damage risks given exclusions found in policies designed to cover
those risks – which are intended to exclude claims related to the loss or destruction of electronic data.
However, the manner in which such exclusions are construed presents the possibility that they could
be used to deny coverage for a loss that originated from a cyberattack or virus. Consider the following
exclusion, which is typically inserted in both property and general liability insurance policies.
Damages arising out of the loss of, loss of use of, damage to, corruption of, inability to access, or inability
to manipulate electronic data.
Based on the defined cyber policies that are available and uncertainty surrounding traditional coverage,
the representation of cyber insurability as it currently exists is as follows:
This has resulted in vastly disparate cyber insurance purchasing trends. Consumer facing industries have
led the charge (mainly specific to ‘privacy’ coverage), and various estimates put adoption rates between
20% - 60% for certain segments – financial, healthcare, retail, and hospitality. Beyond those industries,
uptake is more limited. Business-to-business firms (predominantly technology centric) that participate
in the PII chain can blend cyber coverage into a commercial errors and omissions policy to contemplate
a large percentage of the risks, but such firms continue to struggle to identify their exposures and the
related insurability. For firms that do not fit this classification, buying drops off precipitously – and while
knowing that their cyber exposures are significant, companies in industries such as manufacturing,
industrial, and critical infrastructure are struggling with the available products as well as the debatable
nature of their existing coverage.
Another significant problem is limits sufficiency, which is not high enough to provide catastrophic
coverage levels required by large firms involved in critical infrastructure.
While underwriting for privacy and related financial loss products is good (and usually under one roof),
know-how and consistency for more traditional products drops off significantly. This dynamic is further
exacerbated by the silo approach at many insurers whereby the ‘cyber’ underwriters don’t interact with
their counterparts in other divisions. This ultimately results in everything ranging from flat out cyber
exclusions to shaky coverage extensions and attempted clarifications to responses from traditional
underwriters that ‘you need a cyber policy for that’ – when the fundamental nature of the risk should fall
within the boundaries of traditional property and general liability policies (ie, the yellow areas of the
risk quadrant).
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Loss recipient
Firm X

Financial damages or loss due to failure
of technology or software to perform as
intended, third party financial damages
from a data breach, data breach related
regulatory fines and penalties, ‘contingent
regulatory’ losses, recall costs where no
tangible damage in end product occurs

Revenue loss due to property
damage events

Revenue loss due to theft of trade secrets/
intellectual capital and introduction of
competing products into marketplace,
criminal fines and penalties

Bodily injury or propery damage

Type of loss

Financial

Revenue loss due to network business
interruption, information asset loss, first
party data breach mitigation

Third party

Third party recall costs associated with
tangibly damaged goods or products

Third party property damage or bodily
injury losses where PA products directly
cause loss
Should be covered under GL, products/
recall policies
Covered under property, general liability
and workers compensation programs
Contingent bodily injury and property
damage losses due to the failure of
technology or software products
(no direct damage)

Key
Covered with Network, Privacy & Technology E&O
Should be/already covered in traditional insurance program
Uninsurable business risk
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Captive cyber reinsurance
A few entities have placed broad customised wording Cyber insurance through their already established
captive. Thereafter, some of such entities have reinsured the placement through traditional Cyber insurers
while a few have elected to retain the risk themselves in the captive without reinsurance. Tax, jurisdiction,
administrative, legal and claims handling issues must be considered with respect to this type of
captive usage.

Stand alone risk transfer product
Cyber insurance coverage is growing at a brisk pace in those countries where a mandatory data breach
disclosure law is in place. There is a significant correlation between the timing of the effective date of data
breach disclosure laws, lawsuits by individuals and entities that have been affected, and the subsequent
purchase of Cyber insurance. As set forth previously, the base coverages generally include:

1st party coverage
 Network business interruption: loss of income and extra expense due to network security failure
 Intangible property: costs to restore or recreate data or software resulting from network
security failure
 Breach event notification/management costs associated with:
—— Statutory notification requirements, including the hiring of outside law firms and public
relations consultants
—— Credit monitoring/protection
—— Notification hot line/call center
—— Forensic costs
—— Identity theft resources
 Cyber extortion

3rd party coverage
 Wrongful disclosure of Personally Identifiable Information, Protected Health Information or confidential
corporate information in the client’s care, custody and control via a computer network or off-line (eg,
via laptop, paper records, disks)
 Failure of computer network security to guard against threats such as hackers, viruses, worms,
Trojan horses and denial-of-service attacks whether or not resulting from the provision of
professional services
 Content liability perils such as defamation and infringement of intellectual property rights arising out
of website, marketing and advertising activities
 Security or privacy breach regulatory proceedings (including associated fines and penalties)

Risk. Reinsurance. Human Resources. Empower Results®

24

Aon Risk Solutions

An additional development over the past 18–24 months is the growth of cyber insurance policies that
include data breach response services within the policy. Instead of the insured having to research and go
out and find remediation experts, some insurance carriers provide the following services as part of their
insurance solution:
 Breach prevention IT security tools and educational mitigation workshops
 Legal assistance
 Data breach response correspondence fulfillment
 Call center support
 Forensic experts
 Credit monitoring to mitigate Identity Theft risk following a breach
Many smaller entities have found such ‘pre-packaged services’ to be valuable, some larger entities have
been surprised to find out that they have given up to their insurer key material decision making authority
and control following a breach.

The future of cyber insurance
$1 billion (or more) of ‘Cyber Complete’ coverage is being developed, which would span the entire
spectrum of exposure as identified above, except for areas that are difficult to insure (or entirely
uninsurable) such as patent infringement, criminal fines/penalties and the theft of trade secrets and
intellectual capital. Coverage would be structured as catastrophic protection with substantial retentions
(equivalent or greater to those taken on property programs), but firms would maintain the ability to infill
such retentions with smaller policies for privacy breach mitigation, defense costs and any other areas
where stand-alone policies can be structured.
Given the size of the program we anticipate that a syndicated structure (in the large property model)
could work best, with each insurer or re-insurer sharing proportionally in loss from the ground up. As for
the rest of the dynamics required in order to create this structure:
 Underwriting approach and expertise – we envision an approach similar to what various top insurers
deploy in the property world – engineers that evaluate/assist clients with risk and that just happen
to offer insurance. In this case the approach would involve top IT professionals with expertise tied to
the various domains of the underwriting framework as further described below. We believe that this
is critically important in order for the participating insurance carriers to gain confidence that risks are
being evenly and expertly evaluated, and that the baseline evolves in accordance with the constantly
changing nature of the cyber world
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 Underwriting and policy compliance framework – the underwriting and policy compliance framework
needs to be Enterprise-Wide and inclusive of both physical and IT security.73 This will allow for a far
better and more comprehensive analysis; rather than focusing on granular elements such as firewalls
and anti-virus software, the approach needs to evaluate critical domains such as enterprise assets,
cyber governance, external threats, internal threats, regulatory compliance, and event preparedness.
The framework needs to constantly evolve based on the changing threat climate; this will not be a
standard that is instantly outdated and one that gives firms the ability to achieve minimum compliance
and ‘check the box.’ Additionally and as further described below, the framework will form the basis for
dynamic interaction between insurers and policyholders

 Link to reputational risk – It is important that the framework needs to tie to, and therefore evaluate
the reputational profile of the Insured. Aon’s research shows that firms with outstanding reputational
rankings that suffer significant cyber events will recover far more quickly and effectively than firms that
rank poorly

 Information sharing and dynamic interaction – We believe that the insurance industry sits on a treasure
trove of information that, if used appropriately with the right precautions, could be utilised for the
benefit of all parties involved. Numerous insurers underwrite the cyber risk of firms across all industries
and see claim activity in close to real time and have more insight into the macro cyber climate than
most security providers who generally focus on narrow verticals. This data should be used to evolve
the framework and by establishing certain compliance thresholds, policyholders would be incented to
continually improve their security posture in order to maintain coverage
Given the exposures and constantly evolving risks associated with cyber events that could cripple
companies, industries and critical infrastructures, prudent insureds should review their insurance program
with their insurance producer and seek out professionals who understand the cyber insurance market
before those catastrophic cyber events take place.74 Relying on traditional insurance to protect against
cyber events is wishful thinking. Due diligence and due consideration should be undertaken so that
all companies can understand the insurance coverage they have and just as importantly, understand
what cyber insurance coverage they deliberately decided not to purchase for their cyber liability risk
management program. Additionally, the financial strength of the insurers should be considered because
in the event that multiple critical infrastructures are taken down, an insurer may be have to pay too
many or a number of large claims that may impact its surplus and impede its ability to pay all claims. A
competent insurance producer can help companies understand the options and alternatives for cyber
insurance thereby giving the insured the proper information to make an educated decision as to what
type and how much insurance will be in place for the next big cyber catastrophe.

This whitepaper is for general informational purposes only and is not intended to
provide individualised business or legal advice. The information contained herein
was compiled from sources that Aon considers to be reliable; however, Aon does
not warrant the accuracy or completeness of any information herein. Should you
have any questions regarding how the subject matter may impact you, please
contact your legal, financial or other appropriate advisor
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‘confidential information of any kind’ would not preclude coverage for theft of credit card information because to allow
that result would vitiate the coverage the policy intended)
56. Recall Total Info Mgmt, Inc v Fed Ins Co, No X07CV095031734, 2012 Conn Super LEXIS 227, filed 17 Jan 2012 (Conn
Super Ct) (The insured, a third party provider of distribution services for IBM, lost data tapes containing personal data
on 500,000 IBM employees, and sought coverage under its general liability and umbrella policies; the Court denied
coverage because IBM sought damages for the lost electronic data, not the tapes themselves, and the policy defined
covered property as only tangible property). See also Union Pump Co v Centrifugal Tech, Inc, Case No 05-0287, 2009
LEXIS 86352 (WD La, 18 Sept 2009) (CGL policy which covered only ‘tangible property’ held not to cover electronic data
including design drawings and models)
57. Union Pump Co v Centrifugal Tech, Inc, Case No 05-0287, 2009 LEXIS 86352 (WD La, 18 Sept 2009) (CGL policy held not to
cover claims that insured had used and destroyed plaintiff’s data due to intentional act exclusion)
58. State National Insurance claims no responsibility to pay for Global Payments’ breach costs: http://www.databreaches.
net/?p=27378
59. Compare United Westlabs, Inc v Greenwich Ins Co, Case No 09C-12-048 MMJ, 2001 De Super LEXIS 261 (Del Super, June
13, 2011), aff’d, Case No 337, 2011, 2012 Del LEXIS 130 (Feb 28, 2012) (policy intended to cover cyber and technology
held not to cover lawsuit initiated prior to policy period involving continuous series of related acts) and Tagged, Inc v
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Scottsdale Ins Co, Case No JFM-11-127, 2011 US Dist LEXIS 75262 (SD NY, May 27, 2011) (dismissing declaratory judgment
action and finding no coverage based on professional services exclusion in the D&O Coverage Section of policy issued
by Scottsdale to Tagged, a social networking site targeted to teenage users, because the site falsely advertised that it
had features in place to remove sexually explicit and predatory content and conduct from its website) with St Paul Fire
and Marine Ins Co v Compaq Computer Corp, 539 F3d 809 (8th Cir 2008) (technology E&O policy covered ‘error,’ which
as defined included insured’s alleged unintentional selling of defective computers). Another case involving an E&O
policy remains pending. See Vonage Holdings Corp v Hartford Fire Ins Co, Civ No 11-6187 (US Dist Ct NJ 2012) (Vonage
suffered loss over $1M due to server hacking but insurer denied coverage because losses were not tangible property;
case remains pending)
60. Standard Mutual Insurance Company v Lay, 2013 IL 114617 (Ill 2013)
61. See also Owners Ins Co, v European Auto Works, Inc, 2012 WL 4052406 (8th Cir Sept 17, 2012) http://caselaw.findlaw.com/
us-8th-circuit/1612035.html (Eighth Circuit required insurer to cover insured’s $2 million settlement in a junk fax class
action); and Landmark Amer Ins Co, v. Gulf Coast Analytical Labs, 2012 US LEXIS 45184 (Louisiana) (Court denied summary
judgment for insurer where a different company’s data had been corrupted)
62. The US Department of Commerce has described cybersecurity insurance as a potentially ‘effective, market-driven way of
increasing cybersecurity’ because it may help reduce the number of successful cyber attacks by promoting widespread
adoption of preventative measures; encouraging the implementation of best practices by basing premiums on an
insured’s level of self-protection; and limiting the level of losses that companies face following a cyber attack. http://
www.dhs.gov/publication/cybersecurity-insurance
63. The Securities and Exchange Commission requires public companies to report to its shareholders any ‘material losses’
from cyber attacks, plus any information, ‘a reasonable investor would consider important to an investment decision.’
SEC guidance promulgated October 13, 2011 (not mandatory) suggests that such disclosure include the impact of cyber
insurance coverage
64. 2012 Cyber Liability & Data Breach Insurance Claims: A Study of Actual Payouts for Covered Data Breaches: http://
netdiligence.com/files/CyberClaimsStudy-2012sh.pdf
65. Betterley Report; Cyber Privacy Insurance Market Survey June 2013, http://betterley.com/samples/cpims12_nt.pdf
66. http://www3.ambest.com/bestweek/bestweekreports.asp?rt=ir
67. Incentives and Barriers of the Cyber Insurance Market in Europe: http://www.enisa.europa.eu/media/press-releases/
enisa-report-calls-for-kick-start-for-kick-start-in-cyber-insurance-market
68. These prices are estimates based on averages. The actual price of policy can vary drastically depending on the industry,
size of the company, and specific circumstances
69. Cyber Risk Insurance – Navigating the Application Process: http://www.sah.com/NewsAndEvents/View/1AFCBA99-50569125-63918F3AD79A2940/
70. Top Ten Tips For Buying Cyber Insurance: http://www.acc.com/legalresources/publications/topten/tttfcbcsic.cfm; http://
www.pillsburylaw.com/publications/10-tips-for-buying-cyber-insurance
71. Recent cases illustrate the need for careful attention to insurance policies, as businesses battle with their insurers over
coverage for network-related losses. Following hackers’ attack on Sony’s PlayStation Network (77 million records
exposed) in April 2011, Sony has been engaged in a battle with its insurer, Zurich American Insurance Company,
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over whether its primary and excess Commercial General Liability (CGL) policy covered such a breach, requiring
Zurich to defend or indemnify Sony. The remediation actions alone for the Sony breach are estimated to cost at
least $171 million, and this legal battle illustrates why companies should consider separate privacy and security
insurance to address these types of exposures. To be clear, the Zurich policies at issue were not ‘cyberliability’
policies, but rather only CGL policies, which are considered weak protection for covering security breaches. A
copy of the Complaint for Declaratory Judgment can be found online at https://iapps.courts.state.ny.us/fbem/
DocumentDisplayServlet?documentId=tirVQewp3WujFno1EgNuTA==&system=prod
Similar declaratory judgment general liability insurance denials have been filed against Schnucks Markets by Liberty
Mutual; Global Payments (by State National Insurance/Torus); Michaels Stores (by Arch Insurance), Crate and Barrel
(by Hartford), The Children’s Place (by Hartford) and seeking enforcement of coverage by University of Utah/Perpetual
Storage (against Colorado Casualty). See Arch Ins Co v Michaels Stores, Inc, No 12-0786 (ND. Ill, Feb 3, 2012); Case filings
in Colorado Casualty Ins Co v Perpetual Storage, Inc, et al. Case No 2:10-cv-00316 (D Utah, 2010) may be obtained from
Electronic Filing System/Pacer, at https://ecf.utd.uscourts.gov/cgi-bin/DktRpt.pl?12945444616052-L_1_0-1. In its case
against Michaels Stores
Arch Insurance alleges that the comprehensive general liability policy excludes electronic data from the definition of
tangible property, for purposes of determining whether ‘property damage’ has been alleged. Furthermore, the policy
excludes damages arising out of the loss of, loss of use of, damages to, corruption of, inability to access, or inability to
manipulate electronic data. In that case, Michaels Stores allegedly failed to safeguard PIN pad terminals, which allowed
criminals to fraudulently access and use customers’ credit card and debit card information.
In Hartford’s declaratory judgment actions against Crate & Barrel and The Childrens Place stores, the insurer claims that
it has no duty to defend the stores against Song-Beverly claims (‘Pineda-type’ lawsuits) resulting from store associates
asking customers for their zip codes. Hartford asserts that its CGL policies with these two retailers excluded them
from defending any action ‘arising out of the violation of a person’s right of privacy created by any state or federal
act.’ These cases, once again, clarify why CGL coverage is inadequate to insure against customer privacy suits. Another
case illustrates the risks businesses assume when they rely on third-party service providers to have adequate insurance
coverage for security and privacy breaches. In 2010, Perpetual Storage’s General Liability insurer, Colorado Casualty,
denied coverage when this third-party service provider lost confidential data on 1.7 million University of Utah hospital
patients. Perpetual Storage was transporting the backup tapes containing sensitive personal and medical data on
patients at the University of Utah when the tapes were stolen from a Perpetual employee’s car in 2008. The University
incurred $3.3 million in remediation (notification, credit monitoring, call centre, etc) costs related to the breach
72. http://press.experian.com/United-States/Press-Release/despite-praising-benefits-of-data-breach-cyber-insurance-mostcompanies-remain-uninsured.aspx
73. ERM Best Practices in the Cyber World: http://www.idt911consulting.com/~/media/IDT911%20Consulting/ERM%20
Best%20Practices%20in%20the%20Cyber%20World%20RIMS%20IDT911%20and%20USLAW%20Feb%202012.ashx
74. What Every Insurance Professional Must Know About Network Security and Privacy Liability: http://corner.advisen.com/
pdf_files/2013_CyberPrivacy_ExecutivePerils.pdf
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